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Manipulation of the Choices 
of People by Personalized 
Information



Tristan Harris: Mass Mind Control



This will create an ”optimal 
world” based on “old 

thinking and behavior”





Utilitarian thinking (profit 
maximization, one-

dimensional 
optimization) will 

seriously harm the world





As compared to a war room setting, a “peace room” is 
characterized by a number of additional features such as: 
a higher degree of transparency (to reduce possible flaws 
and increase trust), a democratic framework of operation 
(for legitimacy), the use by interdisciplinary teams 
meeting international scientific standards (to achieve the 
integration of the best knowledge available), the 
supervision by ethical experts (to ensure responsible use 
and innovation), a multi-stakeholder and multi-perspective 
approach (to find solutions that work for everyone – as 
much as this is possible), and, in order to increase 
problem solving capacity, participatory opportunities for 
civil society (by means of NGOs, citizen science, and/or 
crowd sourcing). 

The New Concept of Peace Rooms



World
Simulation

Type II (using 
parametric models, 

mechanism design, and a 
participatory approach)



Interaction Can Change Everything



Mousetrap fission, by Gerhard G. Paulus, University of Jena, https://www.youtube.com/watch?v=Wiz1VVLYgl4

Cascading Effects: Risk and Opportunity

https://www.youtube.com/watch?v=Wiz1VVLYgl4
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Perturbations Trigger A Different Outcome



FED

CBA

Emergence of “Networked Thinking”



The “homo socialis” is conditionally cooperative, takes self-determined but 
other-regarding decisions (considering the impact on others).

This implies interdependent decisions, “networked minds”.

Benefit of ”Networked Thinking”



Cascading Effects During Financial Crises
“How ever selfish man may be 
supposed, there are evidently 
some principles in his nature, 
which interest him in the fortune 
of others, and render their 
happiness necessary to him, 
though he derives nothing from 
it.” 

Adam Smith: The Theory of Moral Sentiments. 1759.

R.O. Murphy, K.A. Ackermann, M.J.J. 
Handgraaf (2011) Judgment and Decision 
Making 6(8), 771–781. 



Mechanism and 
Systems Design

- The holy grail -



http://medialniproroci.blogspot.ch/2013/04/sharing-is-new-shoppingand-working.html

Bring the Best Ideas of Many Minds Together



Diversity Wins, Not the Best

Wisdom of 
crowds 
requires 
independent 
exploration 
and then 
integration

Top-down 
and majority 
decisions 
obstruct 
collective 
intelligence



Build digital democracy
Open sharing of data that are collected with smart devices would empower citizens 

and create jobs, say Dirk Helbing and Evangelos Pournaras.

Fridges, coffee machines, toothbrushes, 
phones and smart devices are all now 
equipped with communicating sensors. 

In ten years, 150 billion ‘things’ will connect 
with each other and with billions of people. 
The ‘Internet of Things’ will generate data vol-
umes that double every 12 hours rather than 
every 12 months, as is the case now. 

Blinded by information, we need ‘digital 
sunglasses’. Whoever builds the filters to 
monetize this information determines what 
we see — Google and Facebook, for exam-
ple. Many choices that people consider their 
own are already determined by algorithms. 
Such remote control weakens responsible, 
self-determined decision-making and thus 
society too.

The European Court of Justice’s ruling 
on 6 October that countries and companies 
must comply with European data-protec-
tion laws when transferring data outside the 
European Union demonstrates that a new 
digital paradigm is overdue. To ensure that 
no government, company or person with 
sole control of digital filters can manipulate 

our decisions, we need information sys-
tems that are transparent, trustworthy and 
user-controlled. Each of us must be able to 
choose, modify and build our own tools for 
winnowing information. 

With this in mind, our research team at 
the Swiss Federal Institute of Technology in 
Zurich (ETH Zurich), alongside international 
partners, has started to create a distributed, 
privacy-preserving ‘digital nervous system’ 
called Nervousnet. Nervousnet uses the sen-
sor networks that make up the Internet of 
Things, including those in smartphones, to 
measure the world around us and to build a 
collective ‘data commons’. The many chal-
lenges ahead will be best solved using an 
open, participatory platform, an approach 
that has proved successful for projects such 
as Wikipedia and the open-source operating 
system Linux. 

A WISE KING?
The science of human decision-making is 
far from understood. Yet our habits, rou-
tines and social interactions are surprisingly 

predictable. Our behaviour is increasingly 
steered by personalized advertisements and 
search results, recommendation systems 
and emotion-tracking technologies. Thou-
sands of pieces of metadata have been col-
lected about every one of us (see go.nature.
com/stoqsu). Companies and governments 
can increasingly manipulate our decisions, 
behaviour and feelings1. 

Many policymakers believe that personal 
data may be used to ‘nudge’ people to make 
healthier and environmentally friendly 
decisions. Yet the same technology may 
also promote nationalism, fuel hate against 
minorities or skew election outcomes2 if eth-
ical scrutiny, transparency and democratic 
control are lacking — as they are in most 
private companies and institutions that use 
‘big data’. The combination of nudging with 
big data about everyone’s behaviour, feelings 
and interests (‘big nudging’, if you will) could 
eventually create close to totalitarian power. 

Countries have long experimented with 
using data to run their societies. In the 1970s, 
Chilean President Salvador Allende created 

Many choices that people consider their own are already determined by algorithms.
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Optimal Incentives: “Minorities Report” 
Strategy Can Outperform Yes/No-

Democracies and Markets!

R. Mann and DH: 
Minorities Report: 
Optimal Incentives
for Collective 
Intelligence, 
Preprint (2016)



Complexity Science 
allows us to use the
hidden forces behind

self-organization



With Suitable Feedback Loops, a Complex 
Dynamical System Self-Organizes Like Magic



We are living 

not just on one 

thing, say 

water. We need

- carbohydrates

- proteins

- vitamins

- minerals
Wikimedia  
Commons https://commons.wikimedia.org/wiki/File:Grafik_blutkreislauf.jpg



Socio-Ecological 
Finance FIN+:
Participatory 
sustainability





A Typical Supply Network Today



A  Typical Metabolic Network



Symbiosis





Mapping Noise and other Externalities



Increase positive 
externalities, reduce
negative ones, and

ensure fair 
compensation

The No. 1 Principle



We Need a 
Multi-

Dimensional 
Incentive/Re

ward
System:

„Qualified
Money“



It is now possible to create such new
money(s), as BitCoin has shown





Circular Economy



Cutting the Gordian Node



A Resilient World

Redundancy
Decentralization, Modular Design
Diversity, Pluralism
Distributed Control
Multi-dimensional, Local Feedback
Participatory Approaches
Digital Assistance/Coordination



Task Technology

Support situational / context 
awareness

Social Mirror

Facilitate profitable interactions Social Adapter

Avoid lossful interactions Social Protector

Incentivize favorable interactions /
support value transfer

Social Money

Support Favorable Interactions
with Personal Digital Assistants



Combine the Best of All Systems

• Competition (Capitalism)

• Cooperation (Global Approach)

• Experimentation (Evolution)

• Intelligent Design (Big Data, AI)

• Collective Intelligence (Democracy)

But how???



Discover, Use and Combine the Success 
Principles Underlying Different Cultures

Image by LilTeK21 on commons.wikimedia.org, GNU Free Documentation License

Overcome the large degree of “cultural analphabetism”

“Culturepedia”

“Cultural 
Genome 
Project”



Countering Global Problems 
Bottom-Up: City Olympics for Better Climate, 
Energy, Sustainability + Resilience Solutions

Public domain (SoccerFan (update to a map done by Bogdan)

http://en.wikipedia.org/wiki/User:SoccerFan
http://en.wikipedia.org/wiki/User:Bogdan


Glocalisation Rather than Globalisation

• Think global 

• Act local (and diverse)
• Experiment

• Learn from each other

• Help each other



Image Source: http://demosite.in/applicationdevelopment.php

Let‘s Do This Together!


